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1. Purpose
The purpose(s) for the data-sharing agreement should be identified. If individual data records are being shared, the applicable federal, provincial and territorial legislation regulating the use and release of individual client information should be specified (e.g., freedom of information and protection of privacy acts, health information acts, or other community protocols such as a Code of Research Ethics or Privacy Code). The purpose of the data-sharing arrangement must be understood and formally agreed to by those entering into it.
Information to be Shared
Within the protocol, it is important to describe in detail the data to be shared. The agreement should clearly identify how the data or information shared under the arrangement will be used. It may state that the data will only be used for the stated purpose(s) and may not be used for any other purposes (further disclosure), without the explicit written approval, in advance, of the First Nation. The research partner(s) may not release the data for any purpose, unless agreed to in advance by all parties, and provided it is not in violation of provincial, territorial, or federal legislation.
Mechanism for Information Sharing
The methods of data-sharing need to be identified. Some mechanisms for sharing include electronic transfer over a secure network or electronic transfer through password-protected external disks.
Definitions
Relevant definitions may be included in this agreement for clarification of certain terms.
Data Ownership
The agreement should address control and access to data by the requesting party. The requesting party may be deemed custodians or stewards of the data under the conditions defined in the agreement and, depending upon the specifics of the project, may receive either individual records or aggregate data. Users may be expressly prohibited from use of the data in the pursuit of any commercial or income-generating venture, either publicly or privately.
Intellectual Property
Although this may not be consistent with some First Nations perspectives, intellectual property arising from research in Canada is normally vested in the organization(s) that conducts the research. As a result, in situations where data is provided to an organization that may conduct further research, it may be important to specify in an agreement that the First Nation retains all intellectual property rights (including copyright), as applicable, to the data offered under this agreement, and this agreement constitutes only a license to acquire and use these data products. Furthermore, it may be specified that no title or rights be conveyed by this agreement.
Data Security and Confidentiality
The data keeper must maintain confidentiality and protect the data in a manner consistent with clearly defined principles, and according to formal and rigorous data protection standards, and methods. The data keeper will be responsible for upholding the principles, standards, and methods. The data keeper with personal identifiers must agree and take all steps necessary to ensure its privacy and security as described in relevant freedom of information and privacy acts, health information acts, or other legislation as well as their institution’s protocols and community protocols, where applicable. If either party deems security and confidentiality inadequate, the stewardship should be revoked in favour of a more secure steward or destruction of the data.
Integrity and security of the data must be maintained by instituting regulatory controls, such as ensuring that only authorized users have access to the data and that electronic systems are properly maintained and managed.
Publication and Dissemination
The First Nations should retain rights regarding the publication of sensitive data, e.g., HIV or diabetes, because of possible stigmatization.
Retention and Disposal of Information
The agreement should specify how long the shared data are kept or stored. Also, terms should be identified regarding the disposal of the data once the agreement has expired or been revoked. The data may be returned to the source or destroyed by the recipient, either physically or electronically.
Duration and Renewal
A clause should include information on when the agreement will come into effect (e.g., the date of signing by the last of the parties), as well as how long the agreement will remain in effect. There can also be terms set out for renewal, extensions, or amendments to the agreement, if necessary.
Expiration or Revocation of the Agreement
There should be a clause outlining the terms for the expiration or revocation of the agreement.
Signing Authorities
The agreement should identify signing authorities, contact names, titles, addresses, and phones numbers of the parties involved. The agreement should be signed and dated by the authorized representative of each party. This information is also used to allow the public to direct notices to the appropriate party.
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Between:
      (First Nation community or organization)
And:
      (Research partner(s) or organization) 
The purpose of this Data-Sharing Protocol is to promote meaningful partnerships and respectful collaboration between the partners.
Based upon this agreement,       (research partner or organization) is hereby authorized to use the       data (record level or aggregate data) from the       (name of past research conducted) as set out in this agreement.
This Data-Sharing Protocol will maintain the values and principles, and protect the rights of the First Nation. This Protocol should not be used for any other purpose.
The Data-Sharing Protocol will
1. Summarize the conditions and arrangements for data or information collection and sharing. 
1. Set out the fundamental principles and obligations that organizations must respect when they collect, use, store, and disclose personal information about members of the First Nation.
1. Describe why data or information is being shared, how and when data will be collected and shared, and by whom.
1. Protect individual and community interests, information, and privacy.
1. Maintain appropriate standards and prevent misunderstandings over responsibilities. 
1. Clarify issues of data ownership, control and access, intellectual property, aggregate data, confidentiality, use of information, and further disclosure.
This Protocol provides a framework for the use of data that supports First Nations principles of ownership, control, access, and possession, in relation to research, and supports the data needs and capacity of the       (First Nation) and the       (research partner(s) or organization), with respect to the use of information for planning, advocacy, and determining community priorities and trends.
The       (record level or aggregate) data from the       (First Nation) will be shared for the purposes of this agreement.
The data to be shared consists of
     
The research partner(s) will use the data for the purposes of
     
The research partner(s) will only use the data for the stated purpose(s) and the data may not be used for any other purposes (further disclosure) without the explicit written approval, in advance, of the       (First Nation). 
The       (research partner(s)) may not release the data for any purpose unless agreed to in advance by all parties, and provided it is not in violation of provincial, territorial, or federal legislation.
The data-sharing will involve electronic transfer over a secure network. Data matching and linkage will be used. 
Definitions 
Access: First Nations people must have access to information and data about themselves and their communities, regardless of where it is currently held. The principle also refers to the right of First Nations communities and organizations to manage and make decisions regarding access to their collective information. 
Aggregate data: Aggregate data includes data collected from several sources that do not reveal the identity of any individual person. It is collective data meant for developing statistics or for planning based upon that data.
Control: The principle of control asserts that First Nations people, their communities, and representative bodies are within their rights in seeking to control all aspects of research and information management processes that affect them. First Nations control of research can include all stages of a particular research project from conception to completion. The principle extends to the control of resources and review processes, the formulation of conceptual frameworks, data management, and so on.
Data linkage or data profiling: This is a computerized use of personal data obtained from a variety of sources, including personal information banks, to merge and compare files on identifiable people or categories of people for administrative purposes. This linkage or profiling generates a new body of personal information.
Information sharing: The exchanging, collecting, using, or disclosing of personal information by one organization with another organization for certain purposes, including First Nations, government bodies, educational institutions, non-profit organizations, etc. The sharing may be carried out using any transmission method and may take place over any time period.
Ownership: Refers to the relationship of First Nations to their cultural knowledge, data, and information. The principle states that a community or group owns information collectively in the same way that an individual person owns his or her personal information.
Personal information: Recorded data or information that is related to an identifiable person.
Possession: While ownership identifies the relationship between a people and their data in principle, possession or stewardship is more literal. It refers to the physical control of data. Although not a condition of ownership per se, possession is a mechanism by which ownership can be asserted and protected.
Data Ownership
The       (First Nation) owns the collective data. Access and stewardship are negotiated and determined by the First Nation.
Intellectual Property
The       (First Nation) retains all intellectual property rights (including copyright), as applicable, to the data offered under this agreement, and this agreement constitutes only a license to acquire and use these data products.
Furthermore, this agreement does not convey title or rights.
Data Security and Confidentiality
The       (First Nation) and       (research partner(s)) will each provide, for their own offices, all necessary equipment, supplies, and policies to ensure the confidentiality of the survey data, including but not limited to
A lockable storage room and lockable filing cabinet.
Password protection for computers containing confidential data or information.
Controlled and restricted access, by lock and/or computer password, of all data or information, either hard copy or electronic.
A firewall or similar software or hardware to protect the data or information that is stored on a computer that has access, directly or indirectly, to the Internet or any other type of data-sharing networks.
The First Nation and the research partner(s) will ensure that at all times the data or information is either directly supervised by one of its employees or agents, or that it is safely locked in a secure cabinet.
Publication and Dissemination
The research partner(s) will not release data received as part of this agreement to other local or research institutions or organizations without express written agreement from the       (First Nation). Other interested research institutions or organizations shall contact the First Nation directly.
Retention and Disposal of Information
The       (research partner(s) or organization) will store and maintain the data in a manner that ensures its use remains consistent with the terms and conditions of this agreement. Upon expiration or revocation of this agreement, the       (research partner(s)) will immediately and permanently remove and destroy all copies, both physically and electronically, of the data provided under this agreement in accordance with relevant laws and policies (e.g., band bylaws and policies or government laws).
Duration and Renewal
This agreement will commence on and come into effect from the date of signing by the last of the parties, and will remain in effect for the duration of five (5) years.
This agreement may be renewed, extended, or amended with the written consent of both parties at least sixty (60) days prior to the expiration of the agreement.
Either party shall be entitled to terminate this agreement in the event the other party fails to fulfill any of its obligations as stipulated in this agreement by providing a written notice to the other party sixty (60) days prior to termination. Data access privileges are terminated immediately. At the end of the notice period all copies of the data will be removed and destroyed, as described in the following section.
Expiration or Revocation of the Agreement
Upon expiration or revocation of this agreement, the research partners will immediately and permanently remove and destroy all copies, both physically and electronically, of the statistical outputs provided under this agreement in accordance with federal laws and Treasury Board Policy or any other federal government policy. 
(This removal/destruction of copies refers to statistical outputs that may or may not be the subject of the agreement.)
In exceptional circumstances, such as discovery of repeated misuse or distortion of the statistical outputs, the       (First Nation) will advise the research partner(s) in writing of the inappropriate action and provide them with sixty (60) days to correct the said inappropriate action. 
In the event that the research partner(s) does not correct the said inappropriate action within the sixty (60) day period, the research partner’s license to use the statistical outputs may be revoked by the       Band Council on behalf of the       (First Nation). 
Upon revocation, all copies of the statistical outputs will be removed and destroyed.
Signing Authorities
In Witness whereof, this agreement has been executed on behalf of the parties by their duly authorized representatives:
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